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What is Cyber Security ?
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Why Cyber
Security is
Important

The rise of cybercrime

Damage to companies

Cyber attack comes
with low risk

Cyber crime offers 
high rewardsBad actors are 

constantly innovating

The barrier to
entry is low





Part 1: 

Cyber Security

Threats



Is an ACT or POSSIBLE ACT
which intends to steal data 
(personal or otherwise), harm 
data, or cause some sort of 
digital harm

Cyber Security 

Threats



A cyber attack is an 
ASSAULT launched by 
cybercriminals using 
one or more computers 
against a single or 
multiple computers or 
networks.

Cyber Security 

Attack



Fraud

Types of Cyber Attack

HACKING

Identity Theft
SCAMMING

Computer Viruses

Ra ns o mw a re

DDoS Attack

Botnets



Motives of  
Cyber 
Security 
Threats



MyCert Incident 2021



MyCert Incident 2021







Risk and Cyber Threat: From Home

Virus, Malware, Ransomware

Social Engineering and 

Phishing Scheme, Online 

Fraud

Possibility of confidential and

sensitive information leakage

Unsecured network 

Personal device connect to 

office remotely

Social Media 

Exposure



Social Engineering
A combination of social, 
psychological and information 
gathering techniques that are 
used to manipulate people for 
nefarious purposes

✓ Phishing: tactics include deceptive 
emails, websites, and text messages to 
steal information.

✓ Spear Phishing: email is used to carry 
out targeted attacks against individuals 
or businesses.

✓ Baiting: an online and physical social
engineering attack that promises the
victim a reward.

✓ Malware: victims are tricked into 
believing that malware is installed on 
their computer and that if they pay, the 
malware will be removed.

✓ Pretexting: uses false identity to trick 
victims into giving up information.





Phishing















INFORMATION

L E A K A G E
What information did Facebook leak? 

Phone numbers, full names, locations, 

some email addresses, and other details 

from user profiles were posted to an 

amateur hacking forum on Saturday, 

Business Insider reported last week. The 

leaked data includes personal 

information from 533 million Facebook 

users in 106 countries -9 April 2021



Social Media Exposure

Addiction  
Child Trafficking 

Child Porno

TMI



Part 2: 

Cyber Security Vulnerabilities



Cyber Security Vulnerabilities
In cyber security, a vulnerability is a weakness which can

be exploited by a cyber attack to gain unauthorized access to or

perform unauthorized actions on a computer system.

Vulnerabilities can allow attackers to run code, access a system's

memory, install malware, and steal, destroy or modify sensitive

data.

https://www.upguard.com/blog/cyber-security
https://www.upguard.com/blog/exploit
https://www.upguard.com/blog/cyber-attack
https://www.upguard.com/blog/malware
https://www.upguard.com/blog/sensitive-data


Case Study: KLIA Incidents 2019 not a cyber attack?

WHAT HAPPENED?

1. System Disruption At KLIA International
Airport Occurred On 21st August2019

2. Flights Were Delayed Up to 20 flights per 
Day

3. Disruption Continued For Four Days costing 
Loss of RM1.2 M

MAIN CAUSE:

1. Lack of server Maintenance since 1998
2. Unavailable Disaster Recovery Centre
3. Lack of ICT expertise



Top 5 Cyber  
Security 
Vulnerabilities

• Poor endpoint security defenses –
hardware/ software

• Poor data backup and recovery -
data

• Poor network segmentation and 
monitoring – network hardware/ 
software

• Weak authentication and
credential management - people

• Poor security awareness - people



How Secure Is My Password?



Part 3: Awareness



Awareness: Inisiatif Kerajaan



Sumber: https://www.mkn.gov.my/web/wp-
content/uploads/sites/3/2019/08/10-Langkah-Mudah-KKS_compressed.pdf

https://www.mkn.gov.my/web/wp-content/uploads/sites/3/2019/08/10-Langkah-Mudah-KKS_compressed.pdf
https://www.mkn.gov.my/web/wp-content/uploads/sites/3/2019/08/10-Langkah-Mudah-KKS_compressed.pdf


Awareness:Emel jabatan



Semak Cyber Crime Alert dari PDRM

https://www.facebook.com/CyberCrimeAlertRMP

http://www.facebook.com/CyberCrimeAlertRMP




Prevention Methods to Overcome
Cyber Security Attacks



General Prevention Tips



Social Network Security

Don’t Link Accounts

Status update to 

specific people

Keep Birthdate Hidden

Don’t Accept Strangers

(esp fine looking one)

Don’t Reveal 

Location

Have Private 

Profile

Change Setting 

from Public to 

Friends only

Review Friends lists



Lock up all 

Confidential  

Documents

Always use 

privacy screen

Use password

Clear up your thrash

Device Protection 

(location)

Paperless culture 

(no printout, no 

sticky note)

Always google your name

INFORMATION
Clean Desk and Clear Screen Policy L E A K A

G E



MALICIOUS CODES

Prevention Based on Threats
Install Anti-Virus/Malware

Software.

Keep Your Anti-Virus Software Up 
to Date.

Run Regularly Scheduled Scans 
with Your Anti-Virus Software.

Think Before You Click.

Keep Your Personal Information 
Safe.

Don’t Use Open Wi-Fi.



HACKING

Prevention Based on Threats
Download software from

authorized websites

Do not click on random email
attachments

Scan all types of hard drives 
before running

Abstain from keeping easy 
passwords

Never store or share your login
information

Importance of an Anti-hacking 
Software



Prevention Based on Threats

PHISHING
Keep Informed About Phishing 
Techniques

Think Before You Click!

Verify a Site’s Security

Check Your Online Accounts 
Regularly

Keep Your Browser Up to Date 

Install an Anti-Phishing Toolbar 

Be Wary of Pop-Ups



S PA M

Prevention Based on Threats

Try to avoid opening spam 
emails and clicking on links 

in spam messages

Don’t buy anything
from a spammer

Avoid ‘unsubscribe’
options

Use a disposable
email address

Be wary about 
giving out your 

main email address

Don’t be tempted
to reply

Munging – eg. (john@abc.com)
Written as John at abc dot com



IDENTITY THEFT

Prevention Based on Threats

Secure Your
Personal Records Safeguard Your 

Personal Information 
Online

Protect Your 
Social Security 

Number

Find Out If Your Records 
Were Affected After a 

Data Breach

Limit What 
You Carry

Guard Against Tele-Theft

Be Vigilant 
When 

Travelling

Use Passwords and 
Change Them 

Regularly



Two Factor Authentication – 2FA



Sistem Pengurusan Keselamatan Maklumat
Information Security Management System (ISMS)

ISO/IEC 27001:2013

Wan Noor Asiah Bt Wan Mohamad Nawi 
Perunding Latihan

Unit Keselamatan dan Privasi
INTAN Bukit Kiara 

4-7 April 2017
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• Kerajaan Malaysia telah membuat pelaburan yang
banyak ke atas aset Teknologi Maklumat dan  

(ICT): Infrastruktur, Teknologi, AplikasiKomunikasi  
dan Proses.

• Demi memastikan bahawa aset ICT Kerajaan
digunakan dengan optimum dalam keadaan selamat
untuk menyokong penyampaian perkhidmatan yang
berkesan kepada pelanggan, maka perlu digerakkan
inisiatif ke arah jaminan kualiti sistem pengurusan
keselamatan aset ICT Kerajaan.

LATAR BELAKANG

5
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• Walaupun pelaksanaan program ICT di agensi agak
memberangsangkan, namun banyak usaha yang perlu
dilaksanakan termasuk memperkukuh dan
memastikan keselamatan aset ICT.

• Dalam hal ini, Kerajaan harus mengambil initiatif
untuk mengamalkan sistem pengurusan
keselamatan ICT yang berlandaskan kepada  
standard antarabangsa.

LATAR BELAKANG
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PUNCA KUASA

5
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Mesyuarat Jemaah Menteri pada 24 Februari 2010 
telah bersetuju supaya agensi awam yang terlibat 
dalam sektor prasarana maklumat kritikal negara (CNII) 
mendapat pensijilan ISMS ISO/IEC 27001:2007 dalam 
tempoh 3 tahun.

Ketua Pengarah MAMPU telah mengeluarkan Surat 
Arahan: Pelaksanaan Pensijilan ISO/IEC 27001 dalam 
Sektor Awam bertarikh 24 November 2010.



PANDUAN PELAKSANAAN ISO/IEC 27001 

DALAM SEKTOR AWAM
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• Panduan ini menjelaskan tindakan yang perlu diambil 
oleh semua kementerian, jabatan dan agensi Kerajaan 
Malaysia supaya mencapai taraf ISO/IEC 27001 Sistem 
Pengurusan Keselamatan Maklumat.

• Panduan ini mengandungi dua (2) bahagian:
✓ Panduan Keperluan dan Persediaan Pelaksanaan 

Pensijilan ISMS ISO/IEC 27001 Sektor Awam; dan
✓ Panduan Pelaksanaan Audit Dalam ISMS ISO/IEC 

27001 Sektor Awam.



MANFAAT PENSIJILAN ISMS ISO/IEC 27001

Menjamin kesinambungan perniagaan -• melindungi
maklumat yang menjadi aset kritikal perniagaan dari segi
kerahsiaan, integriti dan ketersediaan. Perlindungan ini
dilakukan dengan memastikan individu, proses, prosedur
dan teknologi yang sesuai disediakan untuk melindungi aset
maklumat

Melindungi perniagaan anda, memberikan keyakinan
kepada pelanggan, pembekal dan pihak berkepentingan

•

• Menjimatkan sumber kewangan bagi insiden keselamatan
kerana kos bagi mencegah insiden keselamatan adalah lebih
kecil berbanding kos mengendalikan tindakan pembetulan
selepas insiden berlaku 27



MANFAAT PENSIJILAN ISMS ISO/IEC 27001

Menggalakkan penambahbaikan berterusan• yang akan
memberikan kelebihan kepada perniagaan anda untuk
bersaing dalam pasaran, menjadi lebih berjaya dan  
berdaya tahan

• Menitikberatkan keperluan sumber manusia yang
seterusnya akan turut meningkatkan moral dan komitmen
kakitangan dalam melindungi maklumat penting
perniagaan

Mematuhi standard memberikan anda pengiktirafan
untuk kelebihan bersaing

•

• Meningkatkan keberuntungan dan jaminan perniagaan 28



EXAMPLE OF STANDARD

•ISO 9001: 2015 – Sistem Pengurusan Kualiti (QMS)

•ISO 14001:2015 - Sistem Pengurusan Alam Sekitar (EMS)

•1722:2011 & OHSAS 18001:2007 - Sistem Pengurusan Kesihatan dan
Keselamatan Pekerjaan (OSHMS)

•MS ISO 22000: 2012 - Sistem Pengurusan Keselamatan Makanan 
(FSMS)

•ISO/IEC 27001: 2013 - Sistem Pengurusan Keselamatan Maklumat 
(ISMS)

•ISO 50001:2011 - Sistem Pengurusan Tenaga (EnMS)
61



What is Information 
Security Management
System (ISMS)

62

An information security management 

system (ISMS) is a set of policies concerned 

with information security management or IT 

related risks.

https://en.wikipedia.org/wiki/Information_security_management_system



ISMS Initiative
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ISMS Initiative
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Some of the Controls Recommended by the Standard

Technology

•System Security

•Data Center

•Physical Security

• Unified Threat Management (UTM), Firewall
•Penetration Testing

People

•Training

•Awareness

•HR Policies

•Social Engineering

•Roles/Responsibilities

Process

•Risk Management

•Asset Management

•Info Right Management

•Data Leak Prevention

•Change Managmeent
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